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	· State the purpose of network security.
· State two methods of network security.



Task 1
A) [bookmark: _Hlk198215720]What is the main purpose of network security?
A. Protecting networks so people always have internet access.
B. Protecting networks bugs and glitches.
C. Protecting networks from lag and disruption.
D. Protecting networks, devices and data from unauthorized access.

B) Which of the following is the strongest password?
A. Super_Study_Party
B. 5uper-5tudy-P@rty!
C. studyparty	
D. SuperStudyParty

C) What term is used to describe an additional bit of information required to login?
A. Two-Factor Authentication
B. Password
C. Second Password
D. Two-Factor Authorisation

Task 2
In full sentences, describe how strong passwords and two-factor authentication prevent unauthorised access to a network.
	Strong Passwords
	Strong passwords prevent people accessing a network just by logging in.

	Two-Factor Authentication
	Two-Factor Authentication stops unauthorised access to a network even if the person knows your password.



Task 3
In the grid below, identify 10 weak passwords and then provide 10 examples of how that password could be made strong.
	Weak Passwords
	Strong Passwords

	Weak passwords should be a mix of:
	Strong passwords should be a mix of:

	Under 8 characters
	More than 8 characters

	Use only letters or numbers
	A mix of letters and numbers

	Have no symbols
	Make use of symbols

	Use just lowercase
	Use uppercase and lowercase

	Be obvious/easy to guess
	Not be obvious, so hard to guess

	
	

	Examples of Weak Passwords:
	Examples of Strong Passwords:

	password    123456    football
	C0de!Master9  Blu3#Rocket7 F1reLamp82

	cbc123     john    qwerty
	Tiger92Sky   G@mingTree55   P1zza$Guy



Task 4
A network that has two-factor authentication to secure it has been hacked. The hacker has stolen the username and password. Explain why the network is still safe.
	Although the hacker can use the username and password to login to the network, they would still need to be able to complete two-factor authentication.

The hacker wouldn’t be able to do this without also having access to the network owners’ mobile phone or email. Without this, they can not login to the network.
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